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SECURE THE TRUST OF YOUR Brand
Assessing the Security Mindset of Consumers

As the business-consumer relationship becomes more digitally dependent,
successful information security management is becoming a critical determinant
of brand trust, confidence and reputation.
This report details consumer insights and attitudes toward security issues and
their effect on brand loyalty.
It is the first in what will be an ongoing, comprehensive study of the impact of
security on corporate brands.

A CMO Council research initiative in collaboration with
Emory University/Zyman Institute of Brand Science and
Opinion Research Corporation.
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Secure the Trust of Your Brand: Assessing the Security Mindset of Consumers is a CMO Council/
BPM Forum report underwritten by Symantec and Factiva in association with research partners the Zyman
Institute of Brand Science at Emory University and Opinion Research Corporation.

“

Today, companies need to take security very seriously because
the expectations of customers, and the marketplace in general,
are on the increase. Companies that do not take it seriously do
so at their own peril.
— Secure the Trust of Your Brand Task Force Member
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Introduction
Where large sums of money are concerned, it is advisable to trust nobody.
— Agatha Christie

Now that’s a statement that no business would ever want to hear from its customers. Yet
in 2005, more than 52 million account records were lost or stolen because of inadequate
security by companies whose job it is to safeguard the data.
According to the US Federal Trade Commission, about 10 million Americans each year
become victims of ID theft, with the annual loss per victim at $5,885. Total loss from
identity fraud per year rose from $53.2 billion in 2003 to $54.4 billion in 2005. And
that is just the financial scorecard. It takes about 30 hours, on average, for victims to
resolve these identity fraud claims. And then there are the horror stories of some identity
fraud victims taking months, even years to resolve their cases and re-establish their
reputations—and credit ratings.
According to USA TODAY, 2005 was the worst year for information security breaches and
failures, significantly compromising hundreds of companies and customer relationships.
A scan of notable breaches so far in 2006 reveals that we could be on the way to another
banner year:

 Jan. 12: People’s Bank loses a computer tape containing names, addresses, Social
Security numbers and checking account numbers of customers. Number: 90,000

 Feb. 9: Hackers expose and steal debit card accounts from banks (including
CitiBank, Bank of America and Wells Fargo) and credit unions. Number: 200,000

 Mar. 23: A stolen laptop of a Fidelity Investments employee contains names,
addresses, birth dates, Social Security numbers and other information of 196,000
Hewlett Packard, Compaq and DEC retirement account customers. Number: 196,000

 June 1: An Ernst & Young employee’s laptop containing data of Hotels.com
customers is stolen in Texas. Number: 243,000
That is just a small sampling, yet the numbers are mind boggling. Until now, there has
been little research into how broadly such incidences are eroding consumers’ trust in
brands. This is the impetus for Secure the Trust of Your Brand™, a major thought
leadership initiative fielded by the Chief Marketing Officer (CMO) Council and the Business
Performance Management (BPM) Forum. This comprehensive research effort is designed
to better understand the degree to which information security, business continuity, and
infrastructure integrity is shaping and determining brand assurance, confidence and
value among consumers. The study includes insights from C-level executives and senior
marketing decision makers and delivers the first 360-degree view of the impact of digital
security and infrastructure integrity on corporate reputations. It also points out what
companies can and should do to protect and enhance their brands in this digital world.
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Introduction
This initial report looks at the issue from the consumer perspective, utilizing data collected in
the U.S. and Europe (U.K., France, Germany, Spain and Italy) via surveys conducted by Opinion
Research Corporation from April 25 to May 7. These audits polled consumers on their level of
information security concern, which security issues matter the most; their own experiences
with security breaches; and more.
Among the key findings from the consumer audits:

 Security concerns among consumers are rising—particularly among those who have
experienced breaches firsthand.
● 65 percent of European and U.S. respondents, on average, have experienced
computer security problems such as viruses and spyware
● one in six respondents have had their personal information lost or compromised

 Consumers aren’t taking these incidents lying down.
● 40 percent of respondents have actually stopped a transaction online, on the
phone or in a store due to a security concern
● Over a third say they would strongly consider taking their business elsewhere
if their personal information were compromised
● 25 percent would definitely take their business elsewhere if their personal
information were compromised

 U.S. consumers are particularly worried about identity theft and fraud, which top all
security concerns, even personal safety and terrorist attacks. Concern about identity
theft ranks significantly lower among Europeans, however

 For the most part, companies have yet to break through on using security as a
competitive advantage in the marketplace: A minority of consumers—on average about
a third—rate companies highly on how effectively they communicate regarding issues
of security

 There’s definitely room for companies to literally make a name for themselves with this
issue: Few respondents could name a “most trusted” brand in terms of security, or for
that matter a “least trusted” brand
These findings should serve as a wake-up call to business-to-consumer companies
(and even those once-removed from the consumer) that have yet to take steps to shore up
their information security practices and response strategies to security incidents.
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KEY FINDINGS

Security Concern is Increasing
Feelings about Security Overall
A whopping 90% of survey respondents reported they were concerned about security.
Only about 10% remain unconcerned about security. While about a third of consumers
overall say they have always been concerned about security, over half say their concerns
have been increasing recently, and about 1 in 10 have become very concerned. Almost
half—42% in the U.S. and 49% in Europe—say they are starting to or have always been
concerned about security. In addition, an average of about 10% of men, those living alone,
and those with no children in the household, are more likely to not be concerned.

Please select the one statement that most closely
represents your feeling about security overall.

US
I’ve always been concerned when it
comes to security

30%

I’ve become a little concerned about
security recently

25%

I’ve become more concerned about
security recently

23%

Europe

38%

19%

24%
12%

I’ve started to become very concerned
about security recently

11%
10%

I’m not really concerned about security
that much

8%
0
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Methodology: From April 25 to May 7, 2006 a total of 1,037 surveys were completed in the U.S. and 1,203 in Europe (UK 235;
France 238; Germany 242; Spain 245; Italy 243).
The statistical confidence interval for the U.S. and the European results is plus or minus 3% at a 95% level of significance.
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KEY FINDINGS

Security Is Not Yet the Most Important Consideration
for Consumers
Security does not yet top the list of concerns—that spot still held by the quality of a
company’s products and services. But security is one of the top three concerns among
a third of U.S. consumers and somewhat more than that (39%) in Europe. Number two
on the list is how a company treats its customers. Overall, the security that a company
provides its customers is a key issue among some consumers but is not often the most
important issue considered when doing business with a company.
Only 6% of those in Europe and 5% of American respondents rank customer security the
No. 1 consideration when doing business with a company.

Thinking about all the things that can make you want
to use a company and its products or services or not,
please rank the following considerations from the most
important to you to the least most important to you.
US
The quality of the company’s products and services

77%
74%

The way the company treats its customers

77%
63%

The company’s honesty and ethics

62%
48%

The security the company provides its customers

33%
39%

The way the company treats its employees

28%
29%

The company’s concern for the environment

11%
25%

The company’s social responsibility

11%
17%
0
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KEY FINDINGS

Identity Protection is the Top Security Concern
for Consumers
Identity protection is one of the security issues most on the minds of consumers. This is
not surprising given the increasing number of high-profile information security breaches.
In the U.S., identity protection is the one security area most often mentioned as a
concern—even more often than personal safety, the safety of ones family and worries
about terrorist attacks. This differs in Europe, where identity security is mentioned less
often, much less than family safety, for example, which is most-mentioned security
concern there. Women and those living alone are more concerned about identity
protection. Overall, personal experiences with security problems drive increased concern
with many of these security issues.

When it comes to security issues, which of the following
areas are you most concerned about?

US
Protecting your Identity

80%
46%

Guarding your financial information

70%
47%

Your family’s safety

69%
74%

The security of Internet transactions

65%
52%

Your personal safety

61%
57%

The security of your home computer

61%
40%

Protecting your property

51%
51%

Terrorist attack

42%
43%

Guarding your medical information

39%
24%

The safety of air travel

38%
32%
0
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KEY FINDINGS

Media Coverage of ID Theft Greatly Impacts
U.S. Consumers
U.S. consumers’ worries over ID theft and fraud are confirmed by the high impact of recent
news coverage on the topic. Once again, the impact of these articles outweighs coverage
of international terrorism and Homeland Defense. On the other hand, Europeans count
international terrorism coverage as having the most impact on their security concerns.

What topic being covered by the media has the most
impact on the way you think about security?

US

Identity theft and fraud

31%
13%

International terrorism

13%
33%

Crime statistics and news stories

11%
18%

National policies and legislation

10%
9%

Hackers, viruses and spam

8%
7%

Homeland Defense initiatives

7%
3%

Corporate security breaches and failures

6%
3%

Your personal experience with theft or fraud

5%
6%

The increased use of computers and the Internet

5%
4%

Other

2%
1%

Movies and television programs

1%
3%

Nothing

1%
0%
0
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KEY FINDINGS

High Levels of Personal Experience with Security Issues
About one in six respondents say that a company has lost or compromised their personal
information. Meanwhile, computer-related security problems are much more prevalent,
with Europeans more likely to have experienced a computer security breach: 70% vs. 60%
in the U.S.

Has any company ever lost or compromised your own
personal, financial or medical information?

14%

16%
32%

39%
47%

53%
Yes
No
I’m not sure

US

Europe

Have you ever experienced any computer security
breaches, intrusions, hacking, or other disruptions at
home, such as viruses or spyware?

7%

9%

22%

32%

60%

70%
Yes
No

US
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KEY FINDINGS

Fraudulent E-Mails More a U.S. Phenomenon
“Spoof” e-mails purporting to be from a financial institution are much more likely to have
been received in the U.S. than in Europe. As might be expected, those with higher incomes
are more likely to have received this type of e-mail but, interestingly, the results also
revealed that about 6% more men, those living alone or with no children in the household,
were also more likely to be the targets of phishing attacks.

Have you received any e-mail pretending to be from one
of your financial institutions that attempted to steal your
personal financial information from you?

5%
8%

32%

60%

50%

45%

Yes
No

US
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KEY FINDINGS

Consumers Take Action
Over a third of respondents have had to stop a transaction online, on the phone or in a store
due to security concerns. A full one quarter of those in the U.S. and more in Europe say they
would take their business elsewhere if a company compromised their personal information.
Additionally, 70% of consumers who have actually ended a transaction because of security
concerns are more likely to take their business elsewhere.

Have you ever stopped a transaction online, on the phone, or
in a store due to security questions or concerns?
3%

4%

37%

43%

54%

60%

Yes
No

US

Europe

I’m not sure

How would you react if a company with which you do business
suffered a serious security breach that compromised your personal
information? Please select the one statement that best applies.
US
I would wait to see how the company
and/or regulators respond

36%

I would strongly consider taking my
business elsewhere

34%

I would definitely take my business
elsewhere

25%

29%

37%

29%
4%

I’m not sure

2%
1%

I would probably do nothing

1%
0
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KEY FINDINGS

Levels of Trust and Confidence
Corporate Responsibility
The vast majority of respondents believe that companies have a responsibility to provide
complete, end-to-end security protection. They also feel that companies need to make
their security practices clear and understandable. The U.S. appears to be more demanding
of corporations on both of those points.

Do companies have a corporate responsibility to their
customers and suppliers to provide complete end-to-end
security protection?
6%

2%

17%
6%
92%

77%
Yes
No
I’m not sure

US

Europe

How important is it to you for corporations today to have
clear, visible and understandable descriptions of their
security practices?
US
Very important

75%
59%

Somewhat important

17%
29%

A little important

5%
10%

Not important at all

1%
1%

Don’t know/No opinion

2%
1%
0
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KEY FINDINGS

Retailers Lag in Trustworthiness
It is rare for more than half of consumers to consider any entity highly trustworthy
in safeguarding private information. Financial institutions, healthcare providers, and
law enforcement agencies are overall most trusted to safeguard private information.
Retailers—both online and brick-and-mortar—are the least trusted. Financial institutions,
online retailers, healthcare providers and ISPs are more trusted in the U.S., while credit
card companies are more trusted in Europe. Telecommunications and wireless providers
are among the least trusted organizations.

Please rate each of the following organizations with regard to
their trustworthiness in safeguarding private information.

US
Financial Institutions

60%
53%

Hospitals and other healthcare providers

56%
49%

Law enforcement agencies

53%
54%

Health insurance companies

44%
41%

Credit Card Companies

43%
51%

Schools and colleges

43%
41%

Internet Service Providers

41%
35%

Government agencies

39%
43%

Other insurance companies

34%
31%

Online Internet retailers

32%
24%

Telecommunications and wireless providers

31%
29%

Stores

28%
27%
0
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KEY FINDINGS

Most Trusted Brands for Security? Answers Vary Widely
Consumers’ answers varied widely on their “most trusted brand” in terms of security, indicating
ample opportunity for industries and companies to improve brand trust through robust security
policies and response strategies. The company/brand most often named by respondents as
“most trusted” for protecting its customers’ security was ‘Symantec/Norton’. The industry most
often named by respondents was ‘banking’.

Which product or service brand do you feel has the most
trusted reputation for protecting its customers’ security?
US
10%
21%
9%
19%
7%
7%
3%
8%
3%
2%
3%
1%
2%
2%
2%
2%
2%
1%
2%
1%
2%
0%
1%
2%
1%
2%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%
0%
1%
0%
1%
0%
1%
0%

Other
Banks/banking (unspecified)
Norton/Norton Anti-virus/Symantec
Other internet security software
Financial institutions (unspecified)
Credit card companies (unspecified)
McAfee
Microsoft
Healthcare companies/medical providers/hospitals
Visa
Credit unions (unspecified)
EBay
PayPal
Amazon
AOL
Computer manufacturers
ISP’s/Internet service providers (unspecified)
Retail stores/department stores
American Express
Bank of America
Capital One
Citibank

0
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Conclusion
Findings of the Secure the Trust consumer audit may be seen to resemble the rumblings of
an active volcano. As the number of security breaches such as ID theft, computer spyware
and viruses, and e-mail scams increase worldwide, the more consumer frustration—and
pressure on business to respond—builds. It’s only a matter of time until a fissure opens up
separating customer and corporation. Unless businesses respond to this pressure in timely
and positive way, there will be an eruption of major proportions.
And make no mistake, although consumer trust is at the “simmer” stage just below the
surface, the temperature continues to rise. As our results show, a significant number of
consumers—many of them having already experienced a security breach—are more than
willing to stop a transaction and take their business elsewhere if a security issue rears its
ugly head.
Another pressure point: Media coverage and scrutiny of security and business continuity
failures will grow in quantity and intensity. As consumers hear more about security
problems through the media, they become ever more worried. The importance of carefully
monitoring media coverage cannot be overstated. How companies respond to such
coverage, and of course how they respond to individual corporate security breaches, will
differentiate them from the competition.
For example, in 2005 database company ChoicePoint was the subject of intense security
scrutiny. Criminals posing as legitimate businesses gained access to various ChoicePoint
databases, which contain a variety of consumer data, including names, addresses, Social
Security numbers, credit reports and other information. The number of consumers
affected: 162,000.
Even though ChoicePoint is a business-to-business company once-removed from the
consumer, it didn’t react as such. The company took decisive steps on behalf of the
affected consumers, including the establishment of an Identity Theft Resource Center—
offering one year of free credit monitoring, a free credit report and $50,000 in identity
theft insurance. James Lee, CMO of ChoicePoint, succinctly summed up their relationship
with consumers by saying “What we learned is this: We don’t get to decide if we have a
relationship with consumers. Consumers decide that.”
Indeed, corporations should never take the consumer for granted. Businesses must
implement effective security policies that fully comply with a myriad of government
regulations at all levels. They need to establish responsible data and records management
practices, privacy assurance, and in the event of breach, a comprehensive action plan to
regain the trust of their consumers.
If the number of security breaches continue to climb into the stratosphere, just how far
can unease rise until consumers, to paraphrase Ms. Christie, “trust nobody”? Businesses
should act now so that question will never have to be answered.
The final Secure the Trust of Your Brand report, available in September 2006, will include the revealing
ChoicePoint case study that details the company’s response to the crisis. Also slated for inclusion in the report
are insightful qualitative interviews with company executives from a cross-section of industries; quantitative
surveys of brand marketers and business executives for their views on security and trust; media and business
analytics around security breaches; a Brand Security Trust Model based on the research findings; and much
more. For more information on Secure the Trust, visit www.cmocouncil.org.
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Sponsors
Factiva, a Dow Jones and Reuters Company, provides essential business information
and tools that help marketing executives make better decisions faster. It offers the most
comprehensive global media coverage of companies, markets and industries, and its
unrivalled collection of content can be delivered within the applications you use on a daily
basis. Whether your organization needs to measure the impact of its communications
programs, link results to program objectives, engage the media more effectively, or protect
its reputation, Factiva has solutions that make it easier.
Factiva is the only information provider that offers a collection of more than 10,000
authoritative sources and carries the essential combination of The Wall Street Journal, the
Financial Times®, Dow Jones and Reuters newswires and the Associated Press, as well as
Reuters Fundamentals and D&B® company profiles.
By discovering emerging issues and trends quickly, executives can manage corporate
reputation more effectively. Factiva monitors the mainstream press, blogs, influential Web
sites and message boards, then provides actionable results in easy-to-understand charts and
graphs that make it easier to affect outcomes before it’s too late. www.factiva.com

Symantec is the world leader in providing solutions to help individuals and enterprises
assure the security, availability, and integrity of their information. Headquartered in
Cupertino, Calif., Symantec has operations in more than 40 countries. More information is
available at www.symantec.com

The CMO Council is dedicated to high-level knowledge exchange, thought leadership and
personal relationship building among senior marketing and brand decision-makers across a
wide range of global industries. Over 2,000 top marketing executives are represented on the
CMO Council worldwide, accounting for well over $60 billion in aggregated revenues. Visit the
CMO Council Web site to find out about the initiatives geared to address executive marketers’
challenges at www.cmocouncil.org.

The BPM Forum helps advance the understanding of business performance management
techniques, technologies, and process in global enterprises. The Forum brings together
influential business line managers and senior executives overseeing enterprise finance,
operations, and technology functions. Nearly 1,000 companies are currently represented
as members of the BPM Forum, accounting for well over $500 billion in aggregated annual
revenues. www.bpmforum.org
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Research Partners
Opinion Research Corporation founded in 1938, is a research and consulting firm that
helps organizations worldwide in both private and public sectors make a definitive difference
in their performance. By providing objective, fact-based decision support and implementation
grounded in rigorous research, they earn their client’s confidence with their fresh ideas and
perspectives.
The company conducts commercial marketing research programs as Opinion Research
Corporation in the United States and as ORC International outside the United States.
It also operates through ORC Macro, which specializes in social research programs for
government agencies.
With complimentary skills in research and advisory services, with experience spanning 106
countries across six continents, and with analysis that makes a difference, Opinion Research
Corporation provides their clients worldwide with “Insight Beyond Measure.”
Emory University’s Zyman Institute of Brand Science (ZIBS) is an innovation research
group based at Emory University’s Goizueta Business School. ZIBS fosters rich collaboration
between business managers and leading scholars worldwide. The institute supports advanced
research in brand management with the ultimate goal of developing positively useful
knowledge that drives superior business performance.
Emory University is an internationally recognized institution that was founded over 150 years
ago and is based in Atlanta, Georgia. Emory sustains top ranked programs in medicine, law,
business, theology, nursing, public health, and arts & sciences. It supports world-class
research across its disciplines.
The Goizeuta Business School was established in 1919 and is consistently ranked among
the top 20 business programs. Its Executive MBA is ranked 10 globally by both BusinessWeek
and U.S. News.
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